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1 Introduction

In this note we provide a soundness proof for the interactive proof of knowledge of discrete
logarithm introduced in [8, 9], based on Eagen’s proof for EC inner products [5]. We show that
the discrete logarithm proof gadget as described in [8, Section 4.2.2] and [9] provides an accurate
realization of the protocol.

For details about elliptic curves and algebraic function fields we refer to [12] and [13]. For
definitions and results on special-soundness see [1, 2].

1.1 Notation

We let F, be a finite field of cardinality g, we denote by P! the projective line and let E be an
elliptic curve in short Weierstrass form over the finite field F, given by the equation

v =a3+a-x+0b, a,bel,.

Denote by O the point at infinity. By abuse of notation, we will also use £/ to denote the F,-
rational points E(F,) of E. We will denote its function field by F,(E) and the ring of regular
functions on the affine part of E (i.e. the ring of functions having pole only at O) by F4[E].
This ring consists of functions of the form a(x) —y - b(x), for polynomials a and b. For a nonzero
function f € F,(E) we denote the associated divisor of E by (f) or div(f), and its zero divisor
by (f)o. We denote scalar multiplication of the point P € E by the scalar n by [n] - P. To
distinguish group operations on the elliptic curves from divisors we will use [n] - P + [m] - @ for
the former and n - (P) +m - (Q) for the latter. We denote the divisor class group of E (resp. P1)
by Div(E) (resp. Div(P!)).

2 Discrete Logarithm Relation

2.1 Configuration

The configuration Cpy, consists of the following information and is agreed upon by the prover
and the verifier before the protocol: A finite field I, of characteristic p and an elliptic curve £
over F, given by the equation y? = 23 + azx + b. We will denote the group of rational points by
E, assume it is cyclic and we fix a generator G and points B; = [2¢] - G, for i = 0,. ..k, where
Zf:o 2% is greater or equal to the order of the cyclic group F.

Cpr = (]Fq,E,G, (BO, .. .,Bk)).
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2.2 Public Input

The public input consists of a point P € E, for which the prover claims to know the discrete
logarithm to base G. The point P is known to both prover and verifier.

2.3 Witness

The witness is the discrete logarithm of P, i.e., an element a € Z with [a] - G = P. The witness
is only known to the verifier. The exponent will be expressed using a base 2 representation as

k

a:Zsi-Zi,

=0

with s; € Z. We will assume that 0 < s; < p, the characteristic of the finite field (in general
F, will be a prime field and we will have p = ¢). This is necessary as equations involving s;
are checked within Fy where s; are reduced modulo p and also agrees with the reasoning in [4,
Section 6]. So we have

k k k
P=ld -G= Zsi-Zi -G:Z[si]-([2i]-G):Z[si]-Bi.
i=0 i=0 i=0
So we can think of the witness as given by the vector s = (sq,...,s;) € ZF+1,

2.4 Relation

Fixing the configuration Cpr and hence the finite field [Fy, the elliptic curve E, the generator G,
and its multiples B; = [2/] - G, for i = 0, ...k, the protocol will provide a proof for the relation

Rpr = {(a €Z;P e E)|P = [a] . G}
More precisely, we consider the relation

k
Rpr = {(s = (s0,...,8:) €Z*" 0<s; <p;P € E)|P = Z[Si] - B;}.
=0

3 Protocol for relation Rpy,

Figure 1 provides a protocol for the relation Rpy. Note that the protocol is not complete, but
the completeness error is small (see below for details). We give a proof of special soundness of
the protocol. As classically known, this implies knowledge soundness of the protocol. It is a 3
move public coin protocol, with one challenge from the verifier drawn randomly from a set of
size (#E)2. The checks performed by the verifier have degree at most 2.

3.1 Soundness

In this section we provide a soundness proof for the protocol II. The witness s has length &+ 1.
The proof reduces to convincing the verifier, that a divisor a with < k + 2 different points in its
support obtained from s is the divisor of zeros of a function D(x,y) = a(z) —y - b(y). As the
divisor of zeros of D(x,y) is only defined for D(x,y) # 0, we will assume this. See Section 3.2 for
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Configuration
Cpr = (F,, E,G,(By,...

Prover P(Cpy,s, P)

Compute:

Let P/ = —P.

D(z,y) = a(x) — b(x)y s.t.
(D(z,y))o = (P') + > si - (Bi)

s,a(z),b(x)

Ao, Ax
(_

Compute:
Ay = —(Ag + Ay),
line L(x,y) = 0 through Ag, A1, Ao,

Abort if:

e Ay, Ay, As are not distinct,
e A, =0,i=0,1,2

e D(A;)=0,i=0,1,2

e L(B;))=0,i=0,...,k

e L(P)=0

Compute:
h; =D'(A;)/D(4A;), i =0,1,2,
gp = —1/L(P")

ho,h1,h2,9p/

Verifier V(Cpy, P)

Ao,Al g E

Compute:
P = —P7 A2 = —(AO —|—A1) and
line L(z,y) = 0 through Ag, A1, As.

Check:

S hAAD) = g 4 YR L,
hi - D(A;) =D'(4;) i =0,1,2,

gp - L(P') = —1,

Figure 1: Protocol II for the relation Rpy, for configuration Cpr, = (Fy, E, G, (Bo, ..., B))
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details on how this is ensured. Moreover, as D(z,y) vanishes at at most k + 2 points (counting
multiplicities), we require

max{2dega(x),2degb(z) + 3} < k+ 2. (1)

We will use the notion of special-soundness. For details see [1, 2]. We will show that IT is
a 13kg-out-of-(#E(F,))?-special-sound protocol. The challenge set has size (#E(F,))? and a
witness can be extracted from 13kq accepting transcripts with common first message.

Assume k, ¢ > 18 (this is not necessary, but used to simplify the expression in the statement
below). Note that by the Hasse bound the number n of rational points of the elliptic curve E
over [F, satisfies [n — (¢ +1)| < 2¢,/q. In particular n = O(q).

Theorem 1. The protocol I for the relation Rpy, is 13kq-out-of-(#E(F,))?-special-sound.

Proof. Consider the extractor returning s = (sp, . ..,sk). We have to prove that

k
=0

K2

Let P = —P. We have to show that P’ + Zfzo[si] - B; = O. We have the following Lemma:
Lemma 2. Let A=), pa;- (P) be an effective divisor of degree d. Then we have

Y ] P=0

PEE

if and only if there exists a function D(z,y) € F,[E]\{0} with

(D(z,9)), = A.

Proof. Clearly ) pcpla;]-P = Oifand onlyif ) p. pla;]- P—[d]-O = O. As ) ppyai-(P)—d-(O)
is a divisor of degree zero, by [12, Corollary 3.5], this is equivalent to

S ai-(P)—d-(0) = (D(x.y))

PEE
for some D(z,y) € Fg[EN\{0}, i.e. if A=Y pcpai- (P)=(D(z,y)), O
Hence we have to show that there exists a function D(xz,y) € F[E]\{0}, with

k

(P)+ ) si- (Bi) = (D(,9))o. (2)

i=0
We will show that sufficiently many accepting transcripts with common first message (s, D(z,y))
and distinct challenges (A7, A7) imply (2).
Let a = (P’) —l—Zf:O s;+(By), and 8 = (D(z,y))o. Denote the degree of a by M. We will show
that each accepting transcripts with common first message (s, D(x,y)) will imply a particular

relation between a and 5. More precisely, if « = > a; - (P;) and 8 = Y. 5; - (Q;) then each
transcript will yield a linear function L = y — (Ax + u), such that

N N B
ZP;L(Pi) %:L(Qi)

i
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We will show that ((2M -1)-q+ 2) many distinct such relations imply « = 8 and that these

relations are implied by 6 - ((QM -1)-q+ 2) distinct accepting transcripts.

Given a challenge (Ag, A1) € E x E, we let Ay = —(Ap + A1) and L(z,y) = 0 be the line
through Ay, A; and As. By assumption, the points Ag, A; and As are distinct and # O, hence
the line through them is not vertical and not tangent to the elliptic curve. Not all distinct
challenges yield distinct lines. Two out of the three points determine the line and given 3 points
on the line, there are 6 different ways of choosing Ay and A; defining the line. Hence having

6- ((2M —-1)-q+ 2) accepting transcripts (i.e. this many distinct challenges), will define at least
(2M — 1) - ¢ + 2 distinct lines LU)(z,y) = 0,7 =0,...(2M — 1) - ¢ + 1. Let the corresponding
challenge points be (Aé]), Agj)), and let Agj) = f(A(()]) + Ag])) be the third point on the line.

Lemma 3. Let P = {P;} and Q = {Q;} be multisets of points in A% (both P and Q can contain
multiple instances of a point) each having at most M distinct points. Assume P and Q are
invariant under the action of the Galois group Gal(E/Fq), i.e. Galois conjugate points appear
with the same multiplicity in the multiset. If for ar least one point the multiplicity in P and Q
do not agree modulo p (the characteristic), then there are at most (2M — 1) - ¢ + 1 non-vertical

lines L(z,y) = 0 over F, with L(P;), L(Q;) # 0, such that

1 1
> B - - ®)
PeP L(Pl) Qi€Q L(QZ)

Proof. Given a non-vertical line y = Az + p with L(P;), L(Q;) # 0, Equation (3) can be written
as

! 1
2 - Ae(P) = > 0 —ww@) =5 =" (4)

PeP Qi€Q
As P and Q are Galois invariant, both terms will be defined over IF,. Clearing denominators we
obtain
O p) 0
HPieP L(Pz) HQieQ L(Q7)

As P and Q together contain at most 2M distinct points, the numerator is a polynomial ex-
pression f(\, u) in A and p of degree < 2M — 1. Assume that the multiplicity of the point R in
P and Q do not agree modulo p. Evaluating the numerator at a point (Ao, po), possibly from
an extension field, where only the linear factor L(R) vanishes, but none of the other L(F;) or
L(Q;), we get a nonzero result (the difference of the multiplicity of R in P and Q multiplied by
the values of the L(P;) and L(Q;) at (Ao, po)). Hence the numerator is nonzero. The rational
points (A, 1) € F2 on the hypersurface (curve) defined by f(A, ) = 0 will correspond to lines
y = A x + p satisfying Equation (3). Hence by the Serre bound (see [10, 11]), their number of
will be at most (2M — 1) - ¢+ 1. O

Note that if all points in a multiset P are rational (have coordinates in Fy) then P will be
trivially Galois invariant.

Lemma 4. Let « = Y ;- (P;) and B = ) 5; - (Q:) be effective divisors of E/F, such that
0 < «;,8; < p and each of o and B have at most M distinct points in their support. Assume
there are (2M — 1) - g + 2 distinct linear function LU =y — XDz 4+ u9) | such that

Q; Bi ‘
_ -  forj=0,...,2M —1)-q+1. (5)
2 TGy !

Then o = 3.
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Proof. Let P respectively Q be the multiset having each point in the support of « respectively 8
appear with multiplicity corresponding to the coefficient in the divisor (this is possible as both
divisors are effective). As the divisors are defined over F,, the multisets will be Galois invariant.
If a # f3, then there would be at most (2M — 1) - ¢ + 1 lines satisfying LY) (o) = LU (B). Hence
by Lemma 3 the multiplicity of each point in a and 8 agree modulo p. As 0 < «;,5; < p, we
have oo = f. O

Next we will show how for 8 = (D(z,y))o the right hand side of Equation (5) can be computed
directly on the elliptic curve from the function D(z,y) and points Ay, A1, As determining L. The
following claim from [5] was proven in [4, Section 4]:

Lemma 5. Let D(z,y) = a(x) —y - b(x) be a rational function on E having only poles at O, let
L =y —X-2—p and consider the subfield F (L) of the function field of Fq(E) of E. Denote
by N the field norm from Fy(E) to F,(L). Let L denote the logarithmic derivative in Fy(L) with
respect to L, i.e.

L:Fy (L) —TFy(L)

s given by

5(f)
f= =
f
where § denotes the derivation with respect to L. Let (L = 0) be the zero of L in Fy(L). Then

£(N(D))((z =0)

- Z (a'(x(41) = 2 b(a(4) — y(A (@(4) 2(Ay)
B =0 D(x(Ai),y(Ai)) Bw(Ai)? + A=\ 2y(A;)

Corresponding to the extension F,(FE)/F,(L) we have a covering of curves ¢ : E — PL. In
the notation of [12] we have the inclusion ¢* : F (L) — F,(F) and the norm map ¢. = N :
F,(E)* — F,(L)* as defined above. We have corresponding maps on the group of divisors of E
and P

¢* : Div(P') = Div(E) and ¢, : Div(E) — Div(P!)

which are defined on points by

(@) = Y. es(P)-(P) and ¢.(P)=¢(P),
Peo~1(Q)

and extended to divisors linearly. Here e4(P) denotes the ramification index of P in the covering
given by ¢. For basic properties of ¢* and ¢, see [12, Section II.3]. For a nonzero rational
function f and a divisor Y np-(P) (with f having neither pole nor zero on points in the support

of the divisor) we define
FQ e (P) =1 sy
P

By [6, Theorem 8.3.8.], we have div(N(D)) = ¢.div(D) for the rational function D on E. As
div(D) = > g, Bi - (Qi) — (deg B) - (O), we have

div(N(D)) =Y Bi - (6(Qi) — (deg B) - ($(0)),
Qi
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and hence 5
N(D) =k-T(L - L(@)™
Qi
for some constant k € F;.
Taking logarithmic derivatives and evaluating at (L = 0), we obtain

£(N(D)) (L =0) =~ % 5 ©)

Qi

By Lemma 5, we can evaluate the left hand side of Equation (6) on the curve E, using the
points Ag, A1, A3. Combining Equation (6) and Lemma 5 we obtain the following result:

Given D(z,y) € Fy[E], with (D(z,y))o = 8= >_q, Bi- (Q:) (i-e., (D(z,y)) = B—(deg 8)-O),
a non-vertical line L through the distinct points Ag, A1, A2 on E, and a divisor o = > a; - (P;)
if

2 (a!(2(Ar)) — LI (2 (A;)) — y(ADY (2(A))) 2y(A:) - o
; D(w(Ay),y(Ay)) Bw(A)P+A-N-2y(4) ; L(P,)
then

B e N
2EE) TG

As s has length k+ 1, the divisor « has at most k+ 2 distinct points in its support. The degree of
D(x,y) is also fixed accordingly in (1). So M < k+2. Hence 6- ((2M—1)-q+2) < (12k+18)g+12

distinct accepting transcripts will give ((2M —-1)-q+ 2) distinct lines, which will imply a =

by Lemma 4. So IT is (12k + 18)g + 12-special sound. To simplify the expression, note that if
k,q > 18, we have 13kq > (12k + 18)q + 12. O

Using [1] we obtain

Corollary 6. The protocol I1 has witness extended emulation and is knowledge sound with knowl-
edge error
13kg — 1
k< ———— ~13k/q.
(#E(Fq))?

3.2 Ensuring nonzero D(z,y)

The soundness proof in Section 3.1 depends on D(z,y) # 0, as a divisor can only be associated
to nonzero functions. There are several ways of ensuring this:

e Eagen [5] requires the lowest order coefficient to be nonzero and normalizes it to be 1, i.e.,
a(0) = 1.

e The discrete logarithm gadget introduced in [8, 9] requires the coefficient of = in D(x,y)
to be nonzero and normalizes it to be 1.

Both solutions make representing certain divisors impossible and hence affect the completeness
of the protocol. As the size ¢ of the finite field is large, the proportion of not representable
divisors will be negligible.
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3.3 Completeness

There are several reasons for the protocol to be not complete:

(i) The two random challenge points sampled by the verifier are assumed to be distinct.
Moreover we require that the third point on the line defined by the two challenge points
As = —(Ap + A;) is not equal to Ay or A;. These conditions imply that Ay, A1, Ag will
be distinct points on F and that the line they define is not tangent to the elliptic curve at
the given point.

(ii) The two random challenge points sampled by the verifier are assumed to be not the inverse
of each other. Hence the line they define is not vertical and of the form y = Az + p.

(iii) The line defined by the two random challenge points should not pass through any of the
points B; or P’. This would make the expression gg, = s;/L(B;) or gpr = 1/L(P’)
undefined, as the denominator will be zero.

(iv) None of the functions D,y, 3z + A — )\ - 2y should vanish at any of the points Ag, Ay, Az,
as this would make the expression in Lemma 5 undefined.

(v) To ensure that the function D(x,y) is nonzero, one of its coefficients will be set as 1,
resulting in non-represenatability of divisors having the relevant coefficient 0.

Let n = #E(F,) denote the number of rational points on the curve E. By the Hasse bound we
have n < ¢+ 1+ 2,/q, so in particular n < 2q.

(i) Non-distinct points Ag, A;, As will correspond lines L tangent to the elliptic curve. As
there are at most n points of tangency, we have to exclude at most n lines to avoid this.

(ii) There are at most ¢ different vertical lines intersecting the elliptic curve at two finite
rational points (in fact only x values such that x® + ax + b is a square, so around ¢/2
many).

(iii) To ensure that the line L does not pass through P’ or any of the k + 1 points By, ..., By,
we have to exclude at most (k + 2) - ¢ non-vertical lines through these points (potentially
less, as we need the line to pass through 2 other rational points on the curve).

(iv) The divisor D will have at most k+2 distinct zeros on E. The functions y and 3z2+A—\-2y
will vanish in at most 3 rational points on E each. Excluding all (k + 8) - ¢ non-vertical
lines through these points will ensure that D does not vanish at Ag, Ay, As.

So in total we will have to remove less than n + ¢ + 2(k + 8)q lines. As n < 2¢, this will be less
than (2k + 19)q, and for k& > 18 less than 3kq. To completeness error satisfies

3kq

4 Discrete Logarithm Gadget as proposed in [8, 9]

The discrete logarithm gadget proposed in [8, 9] is an instantiation of the above protocol for
the case k = 255. A minor modification is that rather than computing h; = D’(4;)/D(4;) and

checking > h; dmc(l’j") = gp + Zf:o gB,, the quotient h; = D'(A;)/D(4;) - % is computed

and the check is modified accordingly. In this note we have preferred to isolate the part of the
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expression involving the function D(z,y). Moreover the function D(zx,y) is expressed in terms
of coefficients d, rather than the polynomials a(x) and b(x). These are just aesthetic differences
and do not change the soundness proof.

The function D(z,y) is normalized so that the coefficient of 2 (which is required to be nonzero)

is 1.

In the presentation in [8, 9], there are the following minor typos:
e Definition of Divisor challenge:

— definition of pg,: duy, should be dy,,
e Definition of DiscreteLog:

— f=1Inverse(u— (—y+ (6 -x))) should be f = Inverse(u — (—y — (6 - )))
— (Gi.y+ (6 - Gi.x)) (last line) should be (G;.y — (6 - G;.x))
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